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EAAHNIKH AHMOKPATIA

6" YTEIONOMIKH NEPI®EPEIA
NEAOIMONNHZOY, IONIQN NHZQN
HNEIPOY & AYTIKHZ EAAAAAZ
FENIKO NOZOKOMEIO AAKQNIAZ
NOZHAEYTIKH MONAAA ZMAPTHZ

Huepounvia :  01.11.2024
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Ap. Mpwrok : ®/A/17/ 10605

Ap. Mpoogopdg : 38

AIEYOYNZH AIOIKHTIKHZ YNMHPEZIAZ
YmodietOuvon Aioikntiko0, Tuapa OikovopikoU, Mpageio Mpoundeiwv

MAnpogopics : k. ABavaodkog Mewpylog, TnAépwvo 27310-93390, e-mail: gprom@hosplak.gr

nPoz

KAGE ENAIAGEPOMENO

O¢pa: MpoakAnon ExGRAwang evolagépovTog.

ZYETIKA ;
e Tnvum apiBu6 453/31.10..2024 (AAA: YQOB46907H-KNA ) Amégaan Aloikrtpiag Tou I'. N. Aakwviag
o H Aéopeuon mrioTwong g N.M. Zmaptng 431/31.10.2024 pe AAA : 949546907H-89Y
e H Aéopeuon mioTwong e N.M. MoAdwv 319/01.11.2024 pe AAA : YOZD46904A-ZNX

Ze ektéheon Twv avwtépw T0 Mevikd Noookopeio Aakwviag (N. M. Zmapng kar N. M. MoAdwv), mpofaivel otn dievépyeia

TpOoKAnONG ekdAAwang evdlagépovtog TpounBeiag «Aoylopikol -

avavéwong adeiwv mpooTaciag amd 100¢

(antivirus) Twv nAekTpovikwv umoAoyiotwv Tou I. N. Aokwviag yia 2 érnw, TpoUmoloyioBeioag damavng

TEOTAPWY XINGOWY €KATOV BEKOES

(3.292,94€ yia Tnv N. M. Zmraptng kai 823,24€ yia v N. M. MoAdwv), dTrwe avalueTal 0Toug TTOPAKATW TTIVOKEG:

gupw Kai dekaokTw Aemrtwv (4.116,18€), oupmepidappavopévou tou @.M.A,

N. M. ZMAPTHE
TIMH NOZO:TO MEPIKO no:zo
AIA MEPITPAQH MOZOTHTA | MONAAOZ OnA ZYNOAO O.NA ZYNOAO
ANANEQZH TMPOITAZIAL  HIY
ANTIIKO AOTIZMIKO (ANTIVIRUS)
1 | yia2ém 120 22,13 24% 2.655,60 637,344 3.292,94 €
FENIKO
ZYNOAO 3.292,94 €
N. M. MOAAQN
TIMH MOZOZTO MEPIKO nozo
AIA MEPITPAQH MOZOTHTA | MONAAOZ OnA ZYNOAO 0.NA ZYNOAO
ANANEQSH TMPOITAZIAL  H/Y
ANTIIKO AOTIZMIKO (ANTIVIRUS)
2 | ya2ém 30 22,13 24% 663,90 159,336 823,24 €
FENIKO
ZYNOAO 823,24 €
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ZTnV TPOCPOPA TWV OIKOVOMUIKWV QOpEWV Va KaTtaTeBei ocupTTAnpwHéVo To TTAPAKATW QUAAO GUPHOPPWONG

AJA Texvikég Mpodiaypagig ATrqiTnon\ATrdvman Nopatroptri
1 Mevikd
11 Nq ava@epBei 0 KOTAOKEUOOTAC Kal T0 dvopa/ékdoan Tou AoyiopikoU TrpoaTaadiag amo NAI
100G.
To hoyiopiké TpogTagiag va utroaTnpidel Ta €R¢ AsiToupyikGoUOTAUATA:
MS Windows 7, 8, 10, 11
1.2| MS Windows Server 2008 r2, 2012, 2016,2019,2022 NAI
Linux (Ubuntu Desktop 18.04 LTS 64-bit, Ubuntu Desktop 20.04 LTS, Ubuntu Desktop
22.04 LTS, Red Hat Enterprise Linux 8, 9 with supported desktop environment installed,
Linux Mint 20, 21) MacOS 10.12 and later MacOS Server 10.12 and later
O1 ehayioteg amaimoeig ouaThuatog va givail 0.3 GB eAeBepn d10Béaiun pvrun (RAM) kai 1 NAI
1.3| GB eAeUBepog Xwpog aTov OKANPG dioko.
To ouoTnua TpoaTagiag Ba TEETE va £xel TIOTOTIOINGT Tou avefdpTnTou opyaviauoU AV-
14 Co’mparatives “Business’ Segurity Approved” kal “Real World Protection Advanced” kart| NAI
| eMayioTov,yia Ta TeAeuTaia 2 £Tn TOUAGXIOTOV.
1.5| To olotnua Ba TTpéTel va £xel TIGTOTIOINGN Tou avecaptnTou IvaTitoutou AV-TEST GmbH,  NAI
“Approved Corporate Endpoint Protection - TOP Product” kar’ eAdyiaTov ta TeAeutaia 2 €1n
2 Avriiki NpooTacia
H eykar@oTaon g Kevipiknig Baang malware Ba yivel o€ server 0T0 ECWTEPIKO diKTUO TOU
Qopéa K(]I'C'))(I o€ s&mgpn«’) diktuo ('IT)’( 070 cloud 1 o¢ server Tou eival sngTsoTnpévog o8 NAI
2 1| Server eTog eykaraoTaoewv Tou gopéa). Na mpoopepBouv OAa Ta amapaitnTa yia Tov &y
Moyw server (Quaiké A €Ikovikd).
29| Na umapyer n duvardtra o Kevipikog Server va Tapacxebei o€ pop@r EIKOVIKNAG NAI
pnxavig (VM Appliance).
Na utrootnpietar avixveuan kai kaBapiopog GAwv Twv TUTTWV
amelAwv malware: viruses, malware, trojans, dialers, spyware, jokes, NAI
2.3 | hoaxes,ransomware.
Na utooTnpietal autduarn avixveuon Kai KaBapiopog Twv TTpoava@epBéviwy NA|
24| amehav oe TIPAYUATIKO XpOvo.
Na umrootnpiletal on-demand aviyxveuon kai kaBopioPog Twv TPOAVAPEPOEVTWV NAI
2.5| omeIAv.
2.6 | Na umogTnpiletal IPS (intrusion prevention system). NAI
Na utroatnpifovtal texvoAoyieg advanced heuristics (evOeIKTIKG: NAl
2.7| DNA, smart signatures, Behavioral Analysis) yia duvardtnraavixveuang dyvwaTtou malware.
2 8| MpooTaaia yia SSL/TLS filtering ata mpwrokoMa HTTPS, IMAPS, POP3S. NAI
2.9| Auvarérnra amotpotig yvwoTwy exploits NAI
2101 Auvardtnra mpoaTagiag amd dIKTUaKEC amelMéC Kai botnets NAI
2.11| Auvarémra eviaiog kapavtivag apxeiwv mou avixvelBnkav yia 6Ao 10 diktuo, e NAI
duvardTnteg TPoPoAi¢ clients avd amelAd, egaywyn kai e¢aipean
3 Kevtpiki Siaxeipion NAI
3.1| Na umrootnpiletal n keVIPIKNA dlaxeipion AWV Twv AoyITUIKWY NAI
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TpooTaciog Twv aTabuwv epyaaiag / servers (antivirus client) pEGWKEVTPIKAG KOVOOAAG.

3.2

Na umootnpiletal n dnuioupyia TOAAGTAWY OMAdWY e  duvatéTNTa  EPAPUOYAS

OI0QOPETIKWY TTONITIKWY / pubpicewv yIakaBe oudda. NA
3.3| AciToupyia poowpIviAS amevepyotroinang TOAITIKAG avd client NAI
3.4| Na umoompideral n diaxeipion Twv 10TOCEAIDWY (ETTITPETTIONEVEG, N ETTITPETIOUEVEG) OE NAI

éva oT1aBud epyaaiag / server 61ou gival ykateaTnuévog o antivirus client.
3.5| Na umoatnpidetal n autdaTtn avixveuan Twv oTaBwWY epyaciag Tou Bpickovial GTo TOTTIKO NAl

dikTuo BedOUEVIWY OKAUA KI av QUTA BEVAVAKOUV O€ UTINPECIA EVEPYOU KATAAGYOU.

Na utoomnpiletal n eykatdoTaon Kal OTeyKOTAGTAON Tou AoyIoHIKOU TTpoaTaciag NAI
3.6/ (antivirus client) péow NG KEVTPIKAGKOVOOAAG.
3.7| Na umooTtnpiletal evepyotroinan adeiag antivirus client o€ otabudepyaciag A server Yéow NAI

dIkTUOU YWwpi¢ alvdean ato diadikTuo internet (offline activation).

Na uTrapxel n duvardtnTa EaywyAGS TTAKETOU [E TO TIPOYPAUUA TTPOCTATIAG, dIaXEipIoNG, TIG
3.8| avrioToigec TONITIKEC - puBuicEIC Touc Kai TV GBela evepyomoinone yia Tomikég  NAI

EYKATAOTATEIC.
3.9| Na ptopei va yivel eigaywyry AioTag Twv uttoAoyIoTwv Tou dIKTUoU e T Xpron evOEIKTIKG

CSV apyeiou 1 text file 1§ Active Directory Scan 1i Active Directory import fj Network Pool f NAI

IP range KA.

Na utrootnpileTal EAeyXog Kal €100TT0iNaN 0TV KEVIPIKA KOVOOGAa yia TO av uttdpyouv

310 EVNHEPWOEIS yia Aermoupyika ouoTripara Windows Twv oTabuiv epyaoiag / server orrou NAI
| eivaieykareatnuévog o antivirus client.

Na utmroatnpileral n TapakohoUBnan dAwv Twv antivirus client kai n Tapaywyn avagopwy

311 KOl OTOTIOTIKWY 0¢ Hop@ég (evoelktikG) PDF, PS, CSV, Charts kaBw¢ kar n amootoAr]  NAl
| autouartotroinuévwy emails TwWv TTPOaVAQPEPOUEVWY AVAPOPWY/GTATIOTIKWY.
3.12] H emkovwvia Tou kevrpikoU server kal Twv antivirus clients Ba dloo@ahiCerar péow A
certificate.
3.13| Na umdpyel n duvardtnta autdpaTwy avaBabpioewv Tou TPoIGVToG. NAI
4 Evnuepwosig

O1 evnuepwaelg amod 1o d1adikTuo yia TG KevTpIkAS Baons malware Ba yivovtal autouata

0€ KEVTPIKO onpeio (server dlayeipiong) amo 10 omoio aTnv cuvéxela Ba evnuepwvovTal NAI
4.1 | Ohor o oTabuoi epyaaiag kai ol servers. 2& TepiTTwWaON Tou dev eival dlaBETINOG O server

dlayeipiong, va utroaTnpileTal QUTOUATN TTOPAKAUWH TOU.
4.2| O1 mpoavagepdueves evnuepwaels Ba mpoagépovTal éwg T ARENTNG TIEPIODOU EYYUNUEVNG NAI

AeiToupyiag TTpouriBelag.

Rollback o¢ mponyoupevn ékdoon Tou Signature File pe Tautdxpovn malon Twv NA|
4.3| evnuepwaewy, EMAEyovTag TO KeVTPIKG A ameubeiag amo Tov client.
44| Na mapéyeral cloud reputation database yia apeadTepn TpooTaciaamd viee ameiNé. NA

5 On boot scan

Na utoaTnpileTal aGpwaon Kal KaBapIiopog Katd Ty ekkivnaon Tou otabuou epyaaiag / NA
5.1 server (on-boot scan) xwpi¢ va xpelaleTal va EeKIvAaE! To ASIToupyIkG aUGTNUA.

6 EIBIKEG aTQITAOEIG NAI
6.1 Na umoatnpiletal n e¢aywyn Twv pubuicewv evog antivirus client g apyeio Kai eil0aywyng NA

TwV pubuicewv o€ GAov amd 10 id1o apxeio.

Na TepIEXETaI EQaPUOYI TTOU va Kataypd@el TV kaTdoTaon Twyv agents / antivirus clients
6.2 (epappoyEg, processes, services K.a) g€ Wia xpovikf oTiyuf (snapshot) kai mpoaipetika val  NAl

uTTOPET va yivel oUykplan e TTponyoUlevn KaTdoTaaon.
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6.3 | Emkovwvia Tou software povo pe IP dnhadh va GouMyel O TEPITITWOEIC OTTOU OEV]
uTrapyouv utnpeaieg ovoparodoaiag (DNS server). NAl
64| 1o MEVOU Tng KovadAag diayeipiong kal Twv antivirus clients yia Toug aTaBupoug epyaaiag NAI
va diatiBeTal Kai atnv EAAnVIKR yAwooa.
7 Np600eTn cloud ao@AAEIa yIa VEES ATTEINEG NAI
7.1 | Na mapéxeral cloud reputation database yia apeaoTepn mPOOTATIAATO VEEG ATIEIAEG. NAI

1. AIKAIOAOIHTIKA

>

YmeoBuvn dnAwon g map.4 Tou dpbpou 8 Tou v. 1599/1986(A/75), dmwg ekdoTote 10X0EI, G £QAPHOY Twv
apBpwv 1 kai 3 Tou N. 4250/26-03-2014 ( PEK 74/A/26-03-2014), otnv omoia Ba dnAwveTai:

ATTOdEXETAI QVETTIQUAAKTO TOUG OPOUG TNG TTApoUCag TTPACKANGNG.

H mpoagopa ouvtdyBnke alu@wva Pe Toug Opoug Tng Tapolaag TTPOOKANGNG, Twv OTTOiWV Ol TTPOCPEPOVTES
éAaBav TAfpN kar avetTipUAAKTN yvwan.

Ta oTolxeia TTou ava@épovTal aTnyv TPoa@opd eival aAndr) kar akpipr).

Mapaireital amd kaBe dikaiwpa amolnuiwcng Tou OXETIKG e otroiadhmoTe amdeaon Tne AvaBétouaag Apxng yia
avapoAq i akipwan — pataiwan Tou diaywvicuoU.

ZUWWETEXEI O€ pIa dvo TTPOcQopd aTo TTAICIO TOU TTAPGVTOS dIaywvIaHOU.

Xpdvog 10006 TG TTPocPopds ekatdv eikoal (180) nuépeg.

dopohoyIkr| evnuePOTNT

AcQaMOTIK evnuePdTNTA

Moivikd MnTpwo EkTpocwmou/wy

MoTotmoinTikd avaAuTikig ekmpoowtnang 'EMH

MoTotoinTikd AikaoTikAg PepeyyudTnTag.

AHMOZIEYZH - XPONOZ IZXYOZ NMPOZ®OPQN - MAPAAOZH
Mpog dicukdAuvan Twv evdiapepopévwy, To TARPES keipevo TG MpdokAnang ExdnAwang Evdiagépovtog diatiBetal
MOVO 0€ nAekTpoviK pop®R amd v 1oTooehida TG Avabétoucag ApxAc www.hosplak.gr kar @10

http://eprocurement.gov.gr. Mpoa@opd Tou opidel XpOvo 10XU0G MIKPOTEPO Twv ekatov eikoal (180) nuepwv,

OTTOPPITITETAI WG ATTAPADEKT.
H mapadoon twv €idwv Ba cival epdmal kardmv mapayyehiog kai o€ didoTnua £wg eikoar (20) nuépeg aTnv

€KAOTOTE VOONAEUTIKY ovada .
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KPITHPIO ANAGEZHE: cival n TTAéov GUUQEPOUCA OTIG OIKOVOMIKA ATTown TTPooPopd BACEl TNG TIWAG.

KATAOEZH NMPOZ®OPQN - AZIOAOIHZH

O1 mpoapopéc umofdAdovrar ae kAeioTd pdkeAo ue v évdeién «MMpoapopd» ¢ eTaIpeiac ...................

Me Ap. 38 Mpoogopdc , Yrdwn k. ABavaadko ewpyio, Tay. AictBuvon: . N. Aakwviag — N. M. 2mdptn¢ T.K: 231
00 2maprn Aakwviag, cuuewva e Ta opifoueva atnv mapovoa lNpdokAnan, 1o apydrepo uéxpi Tic 08.11.2024 kai
wpa 14:00 ot Mpauareia — MowrdkoAo ¢ N. M. Smaprng.

lpoogopéc mou kararébnkav ekmpoOsoua dev yivovrar AmoOEKTEC.

OEZMIKO MAAIZIO

ATo TV keigevn vouoBeaia kail TI KaT €60uaioddTNON auTAG eKBOBEITEG KAVOVIOTIKES TTPAEEIS, OTIWG ITXUOUV Kal
10iwg amo : Tou v. 4412/2016 (A' 147) “Anudoiec ZuuBaceic Epywy, MoounBeiwv kai Ynpeaiwy (mpocapuoyr aTiS
Odnyieg 2014/24/ EE kai 2014/25/EE)»

Tou v. 4605/01-04-2019 (A’52) Tpotrotoinan diaragewv Tou v. 4412/2016.

Tou v. 4782/09-03-2021 (A’ 36) Ekouyxpovioudg, amhotroinon kai avaudp@wan Tou puBuioTikoU TTAaIGiou Twv
onuociwv aupBdaocwy, €IdIKOTEPEC PUBITEIC TTPOUNBEIWY GTOUS TOUEIC TG AUUvVag Kal TNG aoPAAEIas kal GAAES

d1aTaEEIC yIa TNV avaTITUEN, TIC UTTOBOUES KAl TNV UYEid.

H AIOIKHTPIA TOY I'. N. AAKQNIAZ

EVDOXIA PAPAGEORGIOU
01/11/2024 14:25

NMANATEQPTIOY EYAOZIA
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